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Agenda

# Skim through this
presentation w/
screen shots of

atoms
#® Describe process

# Handouts for
reference

® Documentation

#® Show actual setups
and resulting
settings in real Data

# Questions
#® Discussions




SYSTEM SETUP

AN

#® First Line Security:

n Computer user training

w Thesecurity of any system is
only as good as the security of
theindividual users.

n Passwords

w Server:
n Mandatory changes
n Hours of Access

w SASI:
n Mandatory changes
n Screen Locks
n Data L ocks

#® SAS| Program

N

N

N

N

SCHOOL ATOM
USER ATOM

SASI MODULES
SETUP

SECURITY ATOM
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System Setup

=]

@ Conference Codes
@ Enrollment Proc Def
@ Enrallment Wal Def
Fee Codes

D Label Definition

(T Mext I

% Rotation Definition

ity
@ Serv Pgrn Def
@ Serv Pgr Setup
€2} Student Entry Def
i Tables Definition

What you will need...

#® System Setup Folder
n User

n SASI Modules
Setup(SMG)

n Security
n School

# Utilities (Helpful)
n LOg-In




SCHOOL ATOM — General TAB

>
UV = . - =3
[0 =ThunderRidge High School school = H
sch® <l School Mame Alternate® - Sch abrw Telephone
|III3=1 ThunderRidee High School 334 TEHSZ  303-471-3200
Hasic General achedule | Enroliment |Term Duratinnl Local ization |

Grade Levels Taught
0e 10 11 12

Promote Grade Level to
10 11 12

Feriods: Password:

Begin |IIIIII Flinimurm:Length |=1 Screenlock |1III
End |IIIEI Davs o Expiration | Shitdown |9III
Tracks: | Track Type |Traditional (fio track

aftendance Type |Peri|:|d

Fnactive Minutes 1o Canfitm:

Add Always

Change |£1‘ﬁ-’8ﬁ,.?3 *

Delete |Alwavs -

+  Telephone Dialer|PhDﬂemasterv‘3.:-::-: -

Print Locker |Print Humter + Usze Combination |Hu:nne -
(W Using photos (W) &llow 2 Students Per Locker  Reaidence Address Yalidation
[ Restrict Students by Teacher |Validate hd

(W Enable Central Address Yalidation

FEE [ Cose_
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USER ATOM — Security Officer

(W Show [tem Boxes
(W Show Control Buttons
(W Show Student Photos

(W Ao Multiple Logins

[W Show Data Exists in Enrollment

Svstem Setup Lser
Uzer 1D B Lzer MName Hzer Class
|S£SI Svatem Setup
Options | apacts | a0t
¥ear  School trage nput Device Tch # Find Field Diz Sec Lyl
|2IIIIIIIII Q00 Video Camera Student ID -
A, | Minutes before Screen Locked
“’ Screen Lock Ouit Option
sy

|£11n:u‘ﬁ-' Uit with zave -

[ Uszer Record is a User Clazss
(W Uszer is & Security Dfficer
[ 1 Open First Editable Field
(W Remember Last Entity

Desktop picture:
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USER ATOM - Groups

[0 = USER GROUP User=H
Uzer 1D 4B Lzer Mame Uszer Class
|T_TSER GROUP ISER GROUFP
Options agacs | sat |
¥ear  School frmage |nput Device s Find Field Diz Sec Lwl
|2IIIIIIIII 390 Dizk File - - Student Lazt Hame

| FMinutes before Screen Locked
Screen Lock Quit Option

\ |£11u:u'l:-:r' Juit with zave -
b

(W Show [tem Boxes

(W Show Control Buttons

W Show Student Photos

[W Show Data Exista in Enrollment
[ Allow Multiple Logins

(W User Record is a User Class
[ | User isa Security Officer
[ | Open First Editable Field
(W Remember Last Entity

Desktop picture:

Ho Desktop Pictute -

0 &




USER ATOM - Individuals
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(W Show ltem Boxes

(W Show Control Buttons

(W Show Student Photos

[W Show Data Exists in Enrollment
[ 1 &llow Multiple Logins

[0 = NEW USER User = H
User 1D 40 Lser Mame User Class
|I-IE‘ﬁI TSER NEW TTSERE
Options apacs | sa |
Year  School tmage Input Device T Find Field Dis Sec Lyl
|2IIIIIIIII 590 Dizk File A - otudetit Lazt Hafe
Minutes before Screen Locked
screen Lock Duit Option
Allow quit with zave -

[ 7 User Record is a User Class
Uzer iz a security Officer
Open First Editable Field

[m Remember Last Entity

Deskiop picture: Ho Dezsktop Picture *

4

&y [ |




SASI MODULES SETUPATOM
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-'!lg Une or more New or Cnanged Users have been
detected Save the data before closing the form.

#® VERY IMPORTANT !

n Must save user changes EVERY timein SMG
module.
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N ALY —
O O\ SASIModulessetip——— 3§ H
Public JAME  JANITA  JJOHNSONS [ MALTARICH Jsas | ] |
Tes Tes Tes Ho
Yes Tes Tes Ha
Tes Tes Tes Ho
Tes Tes Tes Ho
Tes Tes Tes Ho
Tes Tes Tes Ho
Tes Tes Tes Ho
Yes Tes Tes Ho Ho Ho
Tes Tes Tes Ho Ha
Yes Tes Tes Hia Ha Ha
Tes Tes Tes Ho
Tes Tes Tes Ho
Ha Tes Ha Ha
Hao Tes Ho Ha
Tes Tes Tes Ho Ha
Tes Tes Tes Tes Yes Tes Mo Ho Hao
Hao Tes Ho Ha
Hao Tes Ho Ho
Ho Tes Ho Ho
Tes Tes Tes Ho Ha
< = =
[Tpdate SAST Modules -|
# PUBLIC COLUMN Most restrictive override
# Folder Level and Group Leve




SMG SETUPATOM

Folder — Atom - Group — Individual setting options

7
O

—_— SAS| Modules Sehnp =—"e00—row—————————————

_ |Public JoRTestk  JRUTZT TVl )
Yes

Stugentinfo =

Ho
Tez

[ |2 |

ﬂ Tes

\/
\

[
[Update SASI Modules

B

[ o
=]
w
m




SMG —

limited folders & atoms results

AN

L/

[[] = student Info

@ Clazsses

'@I Farent/Guardian
@ Fhone Nurnbet =

@ Student

Jill
udd [

-+

1111 o

ﬁﬁlﬁndules
SAS 1 Modules

Iﬁ Attendance A
Iﬁ Bazic Scheduling
Iﬁ Dizcipline
- student Infa
B Utilities

&
ﬂalum e L

# Said NO to whole FOLDER, but said YES to

selected ATOMS




SASI MODULES SETUPATOM
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_ Update SASI Modules

# Recreate SASI Modules for Selected
Users

_ Recreate SASI Modulesfor All

Users

# Recreate Entire Desktop for Selected
Users

X Recreate Entire desktop for All Users




SECURITY ATOM

Filelevel (Atom)

A

O File Secuty =]

—

A1l A1l i
Al Al B
A11 A1l

A1l All

A11 A1l

A11 A1l

A11 A1l

A1l A1l

Al Al

A1l A1l

Al Al

A1l A1l 1k
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#® Security Levels

Y FileLevel = ATOMS
files havefields

VY Reverse of SMG setup:
|F file OFF, field cannot
override

Y Public column will
override all with most
severe case ... so if public
says “View Only” and file
says NO SEE, no see
wins

Security Defined?

y

¥

All - Users can use all options
available for working with files,
including creating and deleting files
No See - User cannot open the
atom that contains the information -
it also will not appear in aquery list
No Read - User cannot open the
atom that contains the information -
it also will not appear in aquery list
View Only - User can see data but
cannot change it

VY Update - User can open the atom

that contains the file, and add or
delete information

M ass Update - User can open the
atom that contains the file, and add
or delete information, they can also
mass change information at the file
level




SECURITY ATOM

Field Level = each data box on page

N

”

[ =Field

security =B

ASTU Student




SECURITY ATOM

Field level choices Group or Individuals Settings

4\

[ =Field

Security =B

ASTU  Student

A

No See
No Read
Yiew Only
Update
Mass Update
All

All -Users can use all options

available for working with
the selected field

No See - User cannot see
that afield exists

No Read - User cannot
see information contained
in the field, however they
can see that the field
exists

View Only - User can
see data but cannot
change it

Update - User can
update information

M ass Update - User has
mass change ability to
update information




Security Restrictions
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i [J = Gilman, Stephanie L. Student = B
Last Name <D Firat Name Middle Name Gnrin Grd  Gen atudent [D
[Gilman Stephanie L. 1z F
Page 1 | page2 | pagezs | Pagea | pas | NO SEE
|Rezidence Address | U P@/ATE si/ Zip Code

1991 Wildcat Reserve Pkwy S RANCH /EI
Parent/Guardian Wame

|Anita Gilm
Telephone LnL

| 303-555-9994 - NO READ
Birth Date  Soc Sec No, Eth ConcSchs Home (4 Eﬁ%
08/01/54  123-45-6769 y - -~ VIiEC _ |:_T
Enter Date Code  Leave Date Code  OrgEntD Code EntGrd  ¥r/Grad
08/13/01 El O A7 96, v 2002
4 Advsr ® Name Room® Couns® Name S
1195 Abramson 163 McMullen - -
5
| -
LECE) ]




Security Open/All

All fieldstitled and defined by gray outline boxes

AN

L/
O = Gilman, Stephanie L. Student = B
Last Mame {0 First Name Middle Hame Gnrtn Grd  Gen student 1D
|Gilmat Stephatie L. 12 F 32449
Page 1 | Fage 2 I Page 3 Fage < Page 5
\Residence Address - City 2t Zip Code
|1'9'91 Wildcat Eeserve Pkwv HIGHLANDS RANCH CO | g0129-5443
Parent/Guardian Name Family D
|Anita Gilman
Telephone Lk
| 303-555-9999 -
Birth Date  Soc Sec No. Eth ConcSchy Home  Bus 1 Bus 2
|DE£DI£E==1 123-45-6789 5w -
Enter Date Code leave Date Code  OrgEntDate Code EntGrd  ¥r/fGrad
|DE=£13£I:I1 El 0705 /96 - 2002
4 Advsr ® Name Room® Couns® Name ESL 15
1195 Abramson 163 McMullen - -
PL




No See & No Read Compare

A32 LA33 LA34 LAZS LAZ6 LA4) LA42 LA43 LA44

PALL MATE MALE MET4 Me LS MATE DAl MABE

P
(VA _
[ = Gilman, Stephanie L. Student =8 mE! ) Student =8
Lagt Name Firat Name Middle Hame  Gnrtn Grd  Gen Studznt 1D Last tame 4 First Nare Migdle Hame  Gortn Grd  Gen Student |0
|I311man Stephanis Lyttt 12 F 2449 { ) ( ) Fotert nm M 42560
Page | | Page 2 Page 3 Page 4 Page 5 Page | | Page 2 | Page 3 | Page 4 Page 5

LALEV LAZ) LA32 LA33 LAZ4 LAZS LAZ6 ladl Lad2 1443 1444 LA45

|E|Ei Y+ ¥+ ¥+ O¥E O O¥YE O¥H

r+ ¥+ ¥+ *+ r+ Ld

MALEY A 1L Matg MATE Mal4 M LS Mhle MAET MAGZ MAnd Mhbd Mh6S

03 »«+ NP «NP »+ «HP ~« *+ ¥+ NP «NP »+
SSLEY 5531 5532 5533 5560 5562 5563

g - ¥ ¥ ¢+ ¥+ ¥+ ¥

SCLEY ALY B012

0 «NP NP -




Restricted / Open Security

A
U — -
[ = Gilman, Stephanie L. Student =8| |0 =Gilman, Stephanie L. Student=H
Last Name b Firat Hame Middle Naroe  Gorfn Ord Gen  tudentlD Last Hame 4D First Hame Midile Name  Gortn Grd  Gen  Student 1D
‘Bilman Stephanie Lynn 2 I 32449 \I}ilman Stephanie Lynt 12 F 32449
Page | | Page 2 Page 3 | Page 4 Page: 5 Page | | Page 2 Page 3 | Page 4 Pagg 5
County Residence Lives With Voungest POR County Residence Lives With Youngest POR
‘EIQIJD v SingleFamily » Both Parent v Warranty Deed ‘Duuglas v Single Family »| Doth Parent - v Warranty Deeds
User Code 6 User Code 7 User Code 8 Tiflenol User Num 1 User Code B User Code 7 User Code 8 Tylenal Lset M 1
‘ T T r r ‘ r L4 r ¥
User Hum 2 User N 3 User Num 4 Uzer Hum & st Num 2 User Mum 3 ser Hum 4 User Num 5 [eals
| | 100 v
AlternatelDl  Alternate D 2 Diseiplinary User Code Alternate D1 Alternate|D 2 Diseiplinary User Code
| | v
I Gifted & Talented [ L [ 504 [ Gifted & Talented
[ ILP
[ DryTrnklig - Date [ DryTentlig - Date
[ Noduto Dial




Review: Rulesof Thumb

#® GROUP staff by activities of similar nature
® LIMIT ACCESS: If they can't seeit, they

can't* get to it, or know they are missing it.
# Eliminate Opportunity

#® Tighten down/Open up where necessary.
n Get Administrative advice/approval if in question

n Determine use and “culture’ of school

n Start slowly - don't take security privileges away until it is
determined there is areason to do so - thiswill save
unnecessary “brain damage” for security officers

AN

# *TheVERY persistent may find away...




"HOW TO" REFERENCES
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#NCS manuals
n On-Line Documentation (from within SASI)
n *.pdf files. sasixplDocsiDocumentation files

#DCSD SASI tech web site

n http://www.dcsd.k12.co.us/district/its/sasi/
Index.html

#This presentation handout



http://www.dcsd.k12.co.us/district/its/sasi/

