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Agenda

Skim through this
presentation w/
screen shots of
atoms

Describe process

Handouts for
reference

Documentation

Show actual setups
and resulting
settings in real Data

Questions

Discussions



SYSTEM SETUP

First Line Security:
n Computer user training

w The security of any system is
only as good as the security of
the individual users.

n Passwords
w Server:

n Mandatory changes
n Hours of Access

w SASI:
n Mandatory changes
n Screen Locks
n Data Locks

SASI Program

n SCHOOL ATOM

n USER ATOM

n SASI  MODULES
SETUP

n SECURITY ATOM



What you will need…

System Setup Folder
n User

n SASI Modules
Setup(SMG)

n Security

n School

Utilities (Helpful)
n Log-In



SCHOOL ATOM – General TAB



USER ATOM – Security Officer



USER ATOM - Groups



USER ATOM - Individuals



SASI MODULES SETUP ATOM

VERY IMPORTANT !
n Must save user changes EVERY time in SMG

module.



SASI MODULES SETUP ATOM

PUBLIC COLUMN Most restrictive override
Folder Level and Group Level



SMG SETUP ATOM
Folder – Atom - Group – Individual setting options



SMG –
limited folders & atoms results

Said NO to whole FOLDER, but said YES to
selected ATOMS



SASI MODULES SETUP ATOM

¸Update SASI Modules
Recreate SASI Modules for Selected
Users

¸Recreate SASI Modules for All
Users
Recreate Entire Desktop for Selected
Users

xRecreate Entire desktop for All Users



SECURITY ATOM
File level (Atom)



Security Defined?

Security Levels
ÿ File Level = ATOMS

files have fields

ÿ Reverse of SMG setup:
IF file OFF, field cannot
override

ÿ Public column will
override all with most
severe case … so if public
says “View Only” and file
says NO SEE, no see
wins

ÿ All - Users can use all options
available for working with files,
including creating and deleting files

ÿ No See - User cannot open the
atom that contains the information -
it also will not appear in a query list

ÿ No  Read - User cannot open the
atom that contains the information -
it also will not appear in a query list

ÿ View Only - User can see data but
cannot change it

ÿ Update - User can open the atom
that contains the file, and add or
delete information

ÿ Mass Update - User can open the
atom that contains the file, and add
or delete information, they can also
mass change information at the file
level



SECURITY ATOM
Field Level = each data box on page



SECURITY ATOM
Field level choices Group or Individuals Settings

All -Users can use all options
available for working with
the selected field

ÿ No See - User cannot see
that a field exists

ÿ No  Read - User cannot
see information contained
in the field, however they
can see that the field
exists

ÿ View Only - User can
see data but cannot
change it

ÿ Update - User can
update information

ÿ Mass Update - User has
mass change ability to
update information



NO SEE

NO READ
VIEW ONLY

UPDATE

Security Restrictions



Security Open/All
All fields titled and defined by gray outline boxes



No See & No Read Compare



Restricted / Open  Security



Review: Rules of Thumb
GROUP staff by activities of similar nature
LIMIT ACCESS:  If they can’t see it,  they
can’t* get to it, or know they are missing it.
Eliminate Opportunity
Tighten down/Open up where necessary.
n Get Administrative advice/approval if in question
n Determine use and “culture” of school
n Start slowly - don’t take security privileges away until it is

determined there is a reason to do so - this will save
unnecessary “brain damage” for security officers

≠ *The VERY persistent may find a way…



“HOW TO”  REFERENCES

NCS manuals
n On-Line Documentation (from within SASI)

n *.pdf files: SASIxp|Docs|Documentation files

DCSD SASI tech web site
n http://www.dcsd.k12.co.us/district/its/sasi/

index.html

This presentation handout

http://www.dcsd.k12.co.us/district/its/sasi/

